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• The NIS Directive sought to enhance critical infrastructure protection across Member 
States through security measures. 

• It outlined requirements at the EU and Member State levels, including creating a 
Cooperation Group, establishing a CSIRT network, adopting national strategies, 
designating competent authorities and CSIRTs, and ensuring compliance for 
operators of essential services and digital service providers.

Network and Information Security (NIS) Directive

Attaining comprehensive control over information security domains is 
imperative for effectively safeguarding IT and OT systems with appropriate 
security measures in compliance with NIS requirements.
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• The NIS 2 Directive, or Directive (EU) 2022/2555, replaces the NIS Directive (EU Directive (EU) 
2016/1148) and aims to enhance network and information system security within the EU.[6]

• It was published by the EU on December 27, 2022, and came into force on January 16, 2023.

• Applicable to public and private sectors, it encompasses organizations providing critical services such as 
healthcare, energy, transport, and more. 

• The Directive emphasizes the implementation of technical measures to prevent, detect, and respond to 
security incidents, along with mandatory reporting to national authorities. 

• The key development and enforcement phases of the NIS 2 Directive encompass the following:

NIS 2 Directive

Interinstitutional 
agreement

European Commission 
proposal

Entry into force

National 
transposition
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Sectors of high criticality
To foster a risk management culture and ensure the reporting of the most critical incidents, 
security and notification requirements must be applicable to operators of essential services:

Applicable Entities under the NIS 2 Directive

Energy Transport Banking
Financial market 
infrastructures

Healthcare Drinking water Wastewater Digital infrastructure

ICT service 
management

Public administration Space
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Enhanced scope of NIS 2 Directive[7]
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Key Changes between NIS and NIS 2 Directive

The NIS 2 Directive introduces several key changes compared to the previous NIS 
Directive:

• Proactive approach

• Notification of threats and incidents

• Tiered reporting process

• Feedback and lesson learned

• Threat intelligence and information 
sharing

• Reporting obligation expansion

• Reporting instruments

• Challenges for national authorities



8

Transposition

Member States are required to promptly notify the Commission once they have 
adopted and published the necessary measures, ensuring completion by October 17, 
2024. Starting from October 18, 2024, Member States are expected to enforce and 
implement measures they have adopted to comply with the Directive. 

Once the necessary measures have been established by the Member States, they must 
include a reference to this Directive or must be accompanied by such reference upon 
their official publication. Alternatively, the measures should be accompanied by a 
separate document or reference to the Directive when they are officially published. 

NIS 2 Directive, Article 41
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Essential and Important Entities

Essential entities are large organizations in highly critical sectors, as defined in 
Annex I of the NIS 2 Directive. They have a minimum of 250 employees, an annual 
turnover above 50 million euros, or a total annual balance sheet of at least 43 
million euros.

Important entities are medium-sized enterprises in high-criticality sectors (Annex 
I) and certain large/medium-sized enterprises in specified sectors (Annex II) of 
the NIS 2 Directive, excluding essential entities. Medium-sized enterprises have at 
least 50 employees or an annual turnover/balance sheet total of 10 million euros 
or more but not exceeding 250 employees, with an annual turnover not exceeding 
50 million euros or a balance sheet total of 43 million euros.
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Critical Entities

Critical entities are public or private entities, which have been determined by a 
Member State in accordance with Article 6 of Directive (EU) 2022/2557. 

The critical entities resilience group is a specialized group mandated to provide 
support to the Commission and promote collaborative efforts among Member 
States in addressing issues concerning the resilience of critical entities. It plays 
a crucial role in facilitating the exchange of information, identifying best practices, 
and contributing to the preparation of guidelines and reports, with the aim of 
enhancing the ability of Member States to safeguard critical entities and mitigate 
potential risks.
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Small and Medium-sized Business/Small and 
Medium-sized Enterprise Definition in EU Context
Article 2: Staff headcount and financial ceilings determining enterprise categories[3]

Enterprise category Head count Turnover Balance sheet total

Medium-sized < 250 ≤ € 50 million ≤ € 43 million

Small < 50 ≤ € 10 million ≤ € 10 million

Micro < 10 ≤ € 2 million ≤ € 2 million



Strategic Approach

• Identify if NIS2 applies to your organization if so which entities/areas?
• Develop a clear scope covering the organization, systems, locations, suppliers and 

people
• Conduct a gap analysis to gain an understanding of the current security posture.  This 

should focus on the key pillars of NIS2 being Governance, Risk Management, 
Cybersecurity controls Incident Detection and Response

• Define security objectives and develop action plans to address risks and select a 
suitable framework to aid implementation

• Establish suitable governance and oversight
• Develop assurance processes such as metrics and internal audit mechanisms
• Conduct ongoing activities ensuring compliance is normalized
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NIS 2 Directive Implementation Framework
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Section 2

Existing challenges and 
solutions
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NIS2 & Entity Identity Crisis!!

Are we essential or important entity ?

Avoid just focussing on Annex I & Annex II of NIS2 Directive

Refer to relevant member state Act (Approved Transposition of 
NIS2 Directive)

Consult your National Competent Authority 
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Where do we start?!!

Entities falling in the scope of NIS2 
Directive?

Article 20- Governance
Board Accountability and Training 
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Where do we start ??

Article 21- Cyber Security Risk Management 
measures! 
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Which standard/framework to use??

ISO 27001/CIS T18/NIST CSF or NIST SP 
800-53?
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ISO 27001 Certification  & NIS 2 Compliance

Will our existing ISO 27001certification 
suffice?

Will our plan to achieve ISO 27001 
certification help comply with NIS2?





THANK YOU

Q&A

graeme@parkersolutionsgroup.co.uk https://www.linkedin.com/in/graemeparker

https://www.linkedin.com/in/deepinder-singh-
chhabra-mba-cciso-0656122/

deepsc@hotmail.com


